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Introduction to this report

How can we enable the integration of an increasing share of variable renewa-
bles into our power system, to empower customers and facilitate the integra-
tion of different sectors? The answer is digitalisation.

The “digital grid” is a physical grid that is completed by an
emerging ICT layer, enabling efficiency gains and new func-
tionalities while simultaneously posing challenges for the
power system. It is a combined grid, and not a grid where
one replaces the other: this is why ENTSO-E proposes the
term “cyber-physical grid”.

ENTSO-E and its member transmission system operators
(TSOs) strive towards implementing this cyber-physical
grid to ease the transition to the next generation power
system: smarter, cleaner, secure, more connected and, of
course, with the customer as a key player.

This report sheds light on the cyber-physical grid by con-
ducting an extensive analysis on the current situation of
digitalisation at the TSO and pan-European level. The report
considers more than 100 Research & Development (R&D)
and operational projects within the TSOs and ENTSO-E. It

explores the technical features of digitalisation and shows
how digital technologies are being deployed by TSOs to
capture opportunities and overcome the challenges of the
energy transition as they begin to deliver the Digital Grid.

The report examines digitalisation as a tool for TSOs in their
response to the current overhaul of the energy system. It is
focused on the role of TSOs in the transition towards the
Digital Grid; other actors have also published reports and
positions on digitalisation and their respective roles, for
instance DSOs' European associations'. ENTSO-E and its
members are committed to exchanging information and en-
gaging in discussion with all the stakeholders of the energy
system on this matter, to share and build a vision together.

This report has been developed by ENTSO-E and TSOs in
conjunction with P8yry Management Consulting.

1 DSOs’ reports:

E.DSO for smart grids, ‘Digital DSO - a vision and the regulatory environment needed to enable it’

Eurelectric, ‘Where does the change start if the future is already decided?’

Other reports:
ETIP Wind, ‘When wind goes digital’
SolarPower Europe, ‘When solar policy went digital
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Executive summary

Digitalisation is central to Transmission System Operators (TSOs) as they have
to manage a fast-evolving power system 24/7 while keeping the lights on. To-
day, they are required to overcome a variety of new challenges, such as the
increased amount of variable generation, sector coupling, power and transport
connected through e-mobility, increasing electrification and, in particular, heat-
ing and cooling, as well as the rise of the Energy Internet of Things and the
many flexibility opportunities and needs. Digitalisation also contributes to fur-
ther market facilitation and enables new actors and new roles, centred around
prosumers and active system management.?

A cyber physical grid is in the making. This is composed of
the physical part on the one hand — towers, cables, wires,
substations etc. — and the increasing Digital Grid on the
other. The Digital Grid will allow for the integration of mod-
els, tools, platforms and information. It will enable not only
automated and coordinated decision-making inside the
business units of TSOs and between them, but also enable
it in the future with Distribution System Operators (DSOs)
and all the other parties that constitute the electricity value
chain.

ENTSO-E and its TSOs' members decided to investigate
the cyber physical grid, along with its challenges, opportu-
nities and projects that have already been undertaken on
a national, regional and European level by TSOs and their

Key findings and 100 projects

The analysis has shown that the European TSOs are already
widely using digitalisation technologies. We have organised
the projects according to the TSO activity area — here re-
ferred to as a layer — that they relate to. The contribution of
the digitalisation is explained layer by layer.

Of the 100 projects, more than half address the physical lay-
er and data management layer, while the same proportion is
deployed for system operation purposes. Only a small num-
ber of projects consider the market layer, and even fewer
the sector coupling layer.

organisations. This work was undertaken by ENTSO-E’s Re-
search Development and Innovation Committee (RDIC) and
supported by Péyry Management Consulting.

The present report provides a state of play based on real
world examples and next step requirements. It is a unique
effort, as more than 100 digital projects within the TSOs
and ENTSO-E have been gathered and discussed. It focus-
es on the role of TSOs in the transition towards the Digital
Grid; other actors have also published reports and positions
on digitalisation and their respective roles, such as DSOs’
European associations. ENTSO-E and its members are com-
mitted to exchanging information and engaging in discus-
sions with all the stakeholders of the energy system on this
matter, in order to share and build a vision together.

1 Physical layer: The impact of digitalisation on the asset
management function leads to reduced maintenance
costs and extending the lifetime of high voltage assets.
Digitalisation could also lead to increased reliability and
lower outage times.

2 Data layer: TSOs have already been gathering data dur-
ing operation for years, but nowadays digitalisation en-
ables improvements in the forecast and the opening-up
for additional sources of data.

2 TSO0-DSO report: An integrated approach to active system management.

https://www.entsoe.eu/Documents/Publications/Position%20papers%20and%20reports/TSO-DSO_ASM_2019_190416.pdf
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3 System operation layer: Digitalisation will enable the de-
velopment of a new set of tools in control rooms that can
offer the operator a whole new level of hyper-vision and
automation, from two days ahead up to real time, to face
a context of an increasing number of uncertainties and
interlinkages.

4 Market layer: With more digital additions to the grid and
the system, more information can be gathered from
more parties (including consumers and prosumers), pro-
cessed and shared much more efficiently and securely
using a range of digital technologies. The TSOs therefore

need to play a leading role in the digitalisation of power
markets.

5 Sector coupling layer and cross border dimension: Sec-
tor coupling requires digitalisation so as to connect
across two currently largely disconnected energy sec-
tors. Meanwhile, the cross-border dimension is not only
addressed by neighbouring TSO countries or Regional
Security Coordinators (RSCs) but also at the pan-Europe-
an level, which is why ENTSO-E has been driving numer-
ous parts of the digitalisation agenda.

What are the challenges, risks and opportunities related to digitalisation?

Our survey sheds light on how TSOs see the risks and op-
portunities associated with digitalisation. The most rele-
vant challenges for TSOs are design strategy and regula-
tion, but also market design, cost effectiveness and cyber
security.

Opportunities provided by digitalisation are the overall sys-

tem and grid cost efficiencies, risk management, system
security and sector coupling.

New technologies are game changers for the TSOs, and this
includes in particular artificial intelligence, machine learn-
ing, digital twin, the Internet of Things and 5G.

The way ahead: More R&D, more projects everywhere and a regulatory
framework incentivising the cyber physical grid

The report shows that TSOs consider all the dimen-
sions when developing projects: local, national, regional/
cross-border and pan-European. However, the results of the
survey indicate that not all TSOs are actively pursuing dig-
italisation projects. A further reason for this is a regulatory
framework that does not incentivise them to seek low-risk.

Auto-
mation

long asset lifetime solutions. ENTSO-E therefore urges the
policy makers and regulatory agencies to use their tools to
support the rise of the cyber physical grid. It goes without
saying that to achieve the vision of the Digital Grid, R&D in-
vestments need to increase substantially.

Infor-
mation

The 5 layers of the Digital Grid concept

ENTSO-E Digital Report: The cyber physical system for the energy transition // 7



1. Digitalisation and Power
System Transformation

1.1 Policy objectives

General societal policy objectives (e.g. decarbonisation)
drive the EU Energy Strategy’s policy targets: sustainability,
competitiveness and security, which in turn introduce many
changes to the power system. The 2030 climate and energy
framework, which builds on the 2020 climate and energy
framework, sets three key targets for the year 2030:

> at least 40% cuts in greenhouse gas emissions (from
1990 levels)

> 32% share for renewable energy
» 32.5% improvement in energy efficiency

> The framework helps drive progress towards a low-car-
bon economy and build an energy system that:

> ensures affordable energy for all consumers
> increases the security of the EU’s energy supplies

> reduces dependence on energy imports and increases
the RES (renewable energy sources) integration

> creates new opportunities for growth and jobs

The present ENTSO-E analysis of more than 100 projects in
the TSO and ENTSO-E domain concludes that digitalisation
is a tool that contributes to reaching the aforementioned
policy targets.

1.2 Characteristics of the future power system

To achieve the EU energy policy targets, the future power
system must address the following characteristics and lim-
itations:

a) Ensuring an increased level of RES integration while con-
sidering the impacts on:

> The traditional way of operating the system due to the
reduced use of dispatchable/load following generation
units (e.g. large thermal plant)

> ensuring sufficient levels of reserve due to growing
imbalance volumes and the associated cost of energy
balancing

> network congestion in the DSO and TSO grids

> Public acceptance of the deployment of new power
lines, which is much harder to achieve and progressive-
ly more challenging due to the difficulty in obtaining the
permits for overhead lines

b) Further developing the pan-EU markets

> There is a need to adapt or develop network codes and
guidelines to build the European power system and sin-
gle pan-EU market

> new roles might appear within the system including,
for example, small-scale producers (prosumers) and
demand-side aggregators’ impact on the system oper-

ation

> cross-border trading, driving increased data transpar-
ency, as well as modifying the pattern of power flows
and changing energy balancing costs

> The high level of power electronics with different tech-
nical characteristics will produce subsequent changes
to system dynamics and inertia, and will therefore re-
quire the development of new technical services

¢) Ensuring transparency and communication

> greater data transparency and market facilitation re-
quirements; the growing presence of microgrids and
peer-to-peer energy exchange

> the growth of high-capacity connections (e.g. to sup-
port EVs and the electrification of heat and cooling)

Digitalisation is intrinsically crucial for the TSOs’ unit to
manage all these evolutions that result from the energy
transition.

Additionally, there are external requirements coming di-
rectly from regulation as mandates or indirectly from the
implementation of the network codes, the requirement for
optimising the use of assets.

8 // ENTSO-E Digital Report: The cyber physical system for the energy transition



Some examples from existing regulation are in the post
notes below:

> Commission Regulation (EU) 217/1485 Article 114 de-
scribes the General provision for ENTSO-E for the Elec-
tricity Operational Planning Data Environment, which
mandates ENTSO-E to implement and operate an ENT-
SO-E operational planning data environment for the stor-
age, exchange and management of all relevant informa-
tion.

TITLE 7

ENTSO FOR ELECTRICITY OPERATIONAL PLANNING DATA ENVIRONMENT
Article 114
General provisions for ENTSO for Electricity operational planning data environment

1. By 24 months after entry into force of this Regulation, ENTSO for Electricity shall, pursuant to Articles 115, 116
and 117, implement and operate an ENTSO for Electricity operational planning data environment for the storage,
exchange and management of all relevant information.

> Commission regulation (EU) No 543/2013 on the sub-
mission and publication of data in the electricity mar-
kets: establishment of a central information Transpar-
ency Platform.

Article 3

Establishment of a central information transparency
platform

1. A central information transparency platform shall be
established and operated in an efficient and cost effective
manner within the European Network of Transmission System
Operators for Electricity (the ‘ENTSO for Electricity). The
ENTSO for Electricity shall publish on the central information
transparency platform all data which TSOs are required to
submit to the ENTSO for Electricity in accordance with this
Regulation.

> The Current Clean Energy Package (CEP) considers spe-
cific provisions for digitalisation, as shown in the follow-

ing table:

new CEP Art 27.1.(fb) Promote the digitalisation of transmission networks including the deployment of
El Reg smart grids, efficient real time data acquisition and intelligent metering systems.
new CEP Art 27.1.(jb) Promote cyber security and data protection in cooperation with the relevant

El Reg authorities and regulated entities.

new CEP Art 27.1.(ha) Contribute to the establishment of interoperability requirements and non-
El Reg discriminatory and transparent procedures for accessing data, as provided for
in Article 24 of the [Electricity Directive].

ENTSO-E Digital Report: The cyber physical system for the energy transition // 9



Some examples calling indirectly for the use of digitalisation
are related to the need to strengthen cooperation within ex-
isting players (inter TSO- and X-border tools, TSO & DSOs),
new market actors (EVs, Distributed Energy Resources
-DER), microgrids and coupling with other sectors.

Often implicitly required ...
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1.3 Power system transformation: Digital Grid

TSOs have come together to define digitalisation as “the in-
creased use of information and communication technology
(ICT) and data to deliver value to the customers and stake-
holders, maintain and improve the security of supply, utilise
the grid in a cost efficient manner, facilitate new and existing
markets and contribute to energy sector transformation”.

The “Digital Grid” concept is ENTSO-E and the TSOs' vision
of the power grid for 2030 and beyond. It refers to the emerg-
ing ICT layer on top of the physical grid, complementing and
enhancing it, but not replacing it. The Digital Grid is a precon-
dition to enable transparent information to the end users.
It will also enable the delivery of an optimal and integrated
system approach and ensure the data flow among the power
system layers: 1) physical grid, 2) data, 3) system operation,
4) market and 5) other sector layers and actors. Automation
will be the key to addressing the complexity of managing a
system of systems optimally. Digital platforms will ensure
cooperation between the value chain players, and between
the different energy sectors, in a cross-border and optimal
manner.

ENTSO-E and TSOs will work to enable this Vision, together
with stakeholders.

The Digital Grid common cyber-physical space will enable
the integration of models, tools, platforms and information.

This will be useful for the automated and coordinated deci-
sion-making at different levels:

> inside the business units of TSOs

> between TSOs and DSOs such as in Active System
Management for activating ancillary services, and

> between TSOs and all the parts of the electricity value
chain — whether they are entities trading in the whole-
sale market or acting on a peer-to-peer basis — and
creating new consumer products or with other sectors.

The concept of the Digital Grid should not be a centralised
tool or platform for managing the electricity system, but a
new space in which interoperability criteria between new
solutions and legacy solutions predominate, together with
transparency, to facilitate the exchange of data, and optimi-
sation through the integration of information from different
areas of interest.

The Digital Grid will provide, through neutral market facili-
tators such as system operators, the data platforms and
interfaces necessary to implement aninclusive digital archi-
tecture, where market parties and customers can participate
and shape the market. The Digital Grid will also increase the
value of existing assets by extending their lifetime and mak-
ing the power system more resilient, using smart sensors
and automation.

The Vision 2030 — The Digital Grid

Sector coupling
layer (e.g. transport)

Market
layer

System
operation

layer

AUTOMATION

Data
layer

INFORMATION

Physical grid
layer

Figure 1: The Digital Grid Concept
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2. Opportunities, Impact and

Challenges

2.1 The opportunities presented by digitalisation

A survey of the TSO community shows that most of the
opportunities digitalisation brings are focused on increas-
ing the overall system efficiencies (e.g. due to expanding
a market or reducing constraints). Figure 2 demonstrates
that digitalisation opportunities can be found in the grid
cost efficiencies, in terms of improving asset management
and reducing related costs, and increasing the performance
of assets. System risk management, security of supply and
safety have been identified as opportunity niches where
digitalisation could bring added value. This is not to forget
the possibilities derived from the cooperation and building
of the pan-EU energy system, which includes the sector
coupling and cooperation with other operators and stake-
holders.

A deeper, detailed analysis is provided in the figure 3:

SYSTEM COST
EFFICIENCIES

GRID COST
EFFICIENCIES
* Reduction of operating costs « Use dynamic network manage-

ment models based on real

» Market improvement by develop- time data

ing new trading algorithms

* Reduce grid development costs
by implementing smart power
flow and voltage control

« Optimise calculations by
considering TSOs and DSOs
information

* Allow full observability of the
grids and unlocking of grid
connected resources

* Enabling the transition from
customer to prosumer

* Optimise calculations by
considering TSOs and DSOs
information

 Automation of engineering and
improved planning due to more
and accurate data

* Exploit the use of available data

) - * Increase networks utilisation
to increase system flexibility

Sector coupling
Safety

Security

System risk
management

Grid cost efficiencies

System cost
efficiencies

Type of oportunity identified

2

4 6 8 10 12

Number of opportunities reported

14

Figure 2: Digitalisation opportunities

SYSTEM RISK
MANAGEMENT

« Data availability for better risk
assessment

« Increase quality of service and

RES integration due to availabili-

ty of larger amount of data

* Increase security of supply
by implementing preventive
measures and assessing the
grid condition

« Automation of engineering and
improved planning due to more
and accurate data

* Increase networks utilisation
through digitalisation

COOPERATION AND BUILDING THE PAN EU ENERGY SYSTEM

« Enabling sector coupling

* Improving cross border cooperation

* Fostering TSO-DSO cooperation

« Connecting the customer

SECURITY
AND SAFETY

« Increase resiliency supported
by decision support tools.

« Ensuring connectivity of all
assets and resources, ensuring
a proper management.

« Increasing personnel safety
by using robotics and virtual-
isation.

 Improving the sustainable
development of the grid.

* Active system management

Figure 3: Opportunities of digitalisation from the TSO perspective
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2.2 Impact of digitalisation in the TSO Digital Grid

Nowadays, digitalisation has a significant impact on every
TSO function. Digital technologies have been implement-
ed to grasp the opportunities in the system. The following
analysis illustrates what the impact of digitalisation is in
the different areas.

2.21 Impact of digitalisation in the

physical layer

Cutting-edge predictive maintenance techniques, using
artificial intelligence (Al) and big data, are providing much
better insight for outage management, improving the resil-
ience, availability and capacity of the grid. The installation
of multitudinous sensors also enables a much greater level
of observability of the network components. Thus, main-
tenance activities can be based on the collection of much
more granular data sets than have traditionally been avail-
able.

However, some digitalisation projects begin to interact with
other layers — using data and information, and/or provid-
ing useful output. For example, projects such as MANINT
(which is focused on reducing maintenance costs and im-
proving grid availability by using predictive maintenance)
cross the boundaries between the five layers (MANINT not
only uses data from the physical devices but combines it
with data from the system operation layer), and provide a
useful example of how the Digital Grid is being created.

2.2.2 The datalayer

Data is crucial for running the electrical system in a secure
way. Exogenous data, such as meteorological data (wind,
solar, rays and snow...) and seasonal environmental data
(water, etc...) are required to optimise the operation, in ad-
dition to forecasted and real time data from demand and
generation, together with data from assets in the field and
network topology. TSOs have been gathering these data
already for years and storing them in platforms, but now-
adays digitalisation enables improvements in the forecast
and enables additional sources of data (e. g. Digital substa-
tion based on IEC61850).

Auto-
mation

Infor-
mation

Figure 4: The 5 layers of the Digital Grid concept

In a general industrial context, the impact of digitalisation
on the asset management function is to reduce costs and
extend operational lifetimes. For a TSO, whereas direct
maintenance costs may be expected to decrease, adjusting
and expending the lifetime of high voltage assets can lead
to even more significant savings. Moreover, additional ben-
efits in terms of increased reliability and lower outage times
can ultimately provide greater social welfare benefits.

Digitalisation projects are developing new added value data
platforms and opening access to this wider set of data
sources, for example the ESTFEED and Transparency Plat-
form (TP) projects.

The impact of the data-layer related digitalisation projects
is therefore not only to provide the direct benefits for which
they were intended (for example, ESTFEED enabling the
development of new supplier services, and TP enabling the
communication of market data), but also, through common
platforms and open Automated Programming Interfaces
(APIs), to provide indirect benefits by enabling value to be
found across the energy system.

ENTSO-E Digital Report: The cyber physical system for the energy transition // 13



2.2.3 The system operation layer

Digitalisation will enable the development of a new set of
tools in control rooms that can offer the operator a whole
new level of hyper-vision and automation from two days
ahead up to real time, to face an increasingly strained con-
text with more uncertainties and interlinkages. They also
need to cope with new usage patterns (new behaviour of
players, new components on the system, etc.), and this
complexity leads the TSOs' operation activities to switch
from a reaction-oriented management of the system to a
complete predictive scheduling.

2.24 The market layer

Digitalisation will enable changes to market facilitation —
more information can be gathered from more parties (in-
cluding consumers and prosumers), processed and shared
much more efficiently and securely using a range of digital
technologies.

Other newer technologies such as Blockchain may be used
for secure micro transactions of both information and pay-
ments in new market platforms and systems involving end
users. Al and automation may remove the need for human
interaction between assets, markets and actions, such that
markets become much more efficient and able to cover a
larger set of functions.

With smaller consumers and producers playing an increas-
ingly important role in the power system, it is important to
ensure that these smaller players’ assets are available to
and can access the relevant market. This can be achieved
with better information flow, simplified access, proper in-

Thus, the impact of digitalisation on system operation ex-
tends not only to the direct cost savings of system oper-
ation through optimisation and a faster response, but the
more efficient procurement of services also increases so-
cial welfare by allowing more service providers to access a
wider market. For example, the COORDINET project will de-
velop innovative network services for TSO-DSO through de-
mand response, storage and small-scale distributed gener-
ation, impacting on the overall power system coordination.

centives and new market structures. To avoid potential
costs and delays, functionality will need to be developed
which facilitates the coordination and harmonisation of ac-
tivities. The TSO therefore needs to play a leading role in
the digitalisation of power markets both as a central and
neutral part of the power system, as well as an important
stakeholder. Aware of this, ENTSO-E and TSOs have already
made an effort to develop a Common Grid Model (CGM) to
facilitate the market and enable the capacity calculation
among TSOs.

Another example is the INTERRFACE H2020 project, which,
with the participation of ENTSO-E and at least six DSO-TSO
couples, is developing the next generation TSO-DSO coop-
eration model to enable added value services for the cus-
tomer based on data management strategies. The project
aims to develop a pan-European Grid service architecture
(market and services design), including services for con-
gestion management and local flexibilities.

2.25 Sector coupling layer and cross-border dimension

Sector coupling requires digitalisation to connect across
two currently largely disconnected energy sectors. For
example, Electrical Vehicles (eVs), via vehicle-to-grid can
provide balancing services to the electricity market, while
hybrid heat-pumps enable trade-offs between heat-pumps
and conventional heating equipment in the building sector.
Heating and cooling networks may also be used as storage
systems. All these use cases will require proper communi-
cation links and be enabled by digital platforms. Digitalisa-
tion projects such as TenneT'’s collaboration with The New
Motion are testing some of these concepts.

The X-border dimension is not only addressed by neighbour-
ing TSOs countries and RSCs. ENTSO-E has been driving
many parts of the digitalisation agenda. Three notable early
examples are the Transparency Platform to manage pan-
EU market data and the CGM to enable pan-EU planning,
ECCO-SP as a secure platform for TSOs to exchange data.
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2.3 Challenges of digitalisation faced by TSOs

2.3.1 Today challenges

The TSOs survey indicated that among the 42 challenges
associated with digitalisation, the most relevant categories
of themes for TSOs are those presented in Figure 5 - Digital-
isation challenges” below.

— 2311 Design strategy

“Design strategy” is defined as the overarching strategy for
designing an ICT solution for a situation. Specific challeng-
es identified by TSOs in questionnaires/interviews include:

> Ensuring the complementarity of systems — which can
include interoperability and compatibility of systems.
This includes interoperability between actors (RSC,
TS0, DSO, market participants etc) and interfacing with
legacy systems and process. This can be mitigated
through proper digitalisation strategies, a clear un-
derstanding of the existing systems and a global for-
ward-looking strategy. It requires solutions which facil-
itate future interconnection and the coupling between
systems. The Digital Grid will become a ‘system of sys-
tems’ within which these problems could be contained.
The ECCO-SP project is aimed at creating a platform
that allows TSOs and RSCs to exchange data in a cyber
secure way.

> Preventing failures of systems — some systems will
need to be resilient to failure, with specific recovery
timeframes, failover or redundancy arrangements.
Again, this can be mitigated through appropriate digi-
talisation and IT strategies, especially business conti-
nuity plans, and is strongly related to the wider need for
overall system security. The digital layer of the electric-
ity network becomes an integral part of the cyber-phys-
ical system; the security of the digital layer becomes as
important as the security of the physical grid. Resilien-
cy of the network becomes dependent on the resiliency
of the ICT systems that underpin the Digital Grid.

These two design strategy considerations point directly to
the requirement to develop a system of systems. These is-
sues underline the need for continued research and devel-
opment to bring together existing and new systems — the
development of a multi-layer, multi-player, cross-border and
cross-sector platform — and the need to properly investi-
gate and consider the resilience and the cybersecurity of
these systems.

Further specific challenges:

> the increasing demand for data provisioning/publica-
tion/sharing. There are a series of subsequent design
considerations associated with the increasing require-
ments for transparency: reliability of access, speed of

Sourcing strategy [l

Implementation strategy -
g,‘ Business strategy |
E, System quality | IR
Z: competency | NG
§ Data quality |
.‘g cybersecurity [ N AR
E Market design | N
o
a cost effectiveness | NRRREEEEEE

Regulatory |
Designstraeqy
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Number of challenges

Figure 5: Digitalisation challenges

access, data storage volume, access and security and
interface requirements. As a greater number of assets
connect and use the digital grid, it will be especially im-
portant to conceive scalable systems with an open-da-
ta orientation to meet the growing volume of data and
interactions.

> ensuring compliance with GDPR and related data laws.

— 231.2 Regulatory

Regulatory challenges refer to the ability to finance digitali-
sation projects and activity, and the mechanisms for doing
so. For example, how major IT investment should be treated
in the regulatory accounts and what is the regulatory ap-
proval process.

It will be important to establish that any digitalisation strat-
egy or project is economically beneficial in a wider system
sense. Digitalisation provides new alternatives to extend
the asset lifetime and performance.

2.31.3 Cost effectiveness
Specific challenges mentioned by TSOs, such as the time
required to process huge amounts of data or the physical
space required for hosting computing equipment (data cen-
tres) are perhaps solvable through e.g. accessing greater
processing power, cloud hosting, etc, but this also needs
to be reflected in the project economics and regulatory ar-
rangements alongside related challenges:

> the frequency of device maintenance and servicing
(e.g. where devices are required to maintain system
stability)
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> the asset life of system components

2.3.1.4 Structure/market design
Several specific challenges relate to the structure of the
industry or ‘market design’ of the wider system — as this
evolves, so the requirements for digitalisation will evolve too.
A clear and obvious example is that ICT solutions might de-
pend on who is responsible for the re-dispatch of distribution
connected assets. The challenges within this category con-
nect more with the policy-related concepts of digitalisation:

> The increasing need for sector coordination introduces
interoperability challenges, but understanding how sec-
tor coupling might evolve is important in knowing how
to deploy digitalisation to facilitate rather than hinder
evolution.

> Decentralised ideas of how to control/balance the future
energy system may re-define the roles/responsibilities.

» With the continuous increase of distributed renewable
generation and storage, and the expected rise of active
customers engaging in demand response, it is impor-
tant to understand how to integrate the flexibility servic-
es provided by these new assets and players into the
ancillary services market, in order to maximise the value
for customers and distributed flexibility resources pro-
viders. To facilitate this, it is necessary for TSOs to in-
creasethe observability and controllability of distributed
energy resources.

— 2315 Cybersecurity

Cybersecurity was mentioned as a specific challenge by five
of the responding TSOs, however, cybersecurity has also
been discussed as a challenge in several other forums.

As a concept, cybersecurity has not changed with the advent
of digitalisation, however the challenge has been exacerbat-
ed by several factors:

» strong integration of ICT within the power system
» strong reliance on digital systems

>increased use of public networks and internet-based
technologies

> connection of many different types of devices

> increased number of parties connected to the digital
grid (i.e. consumers, market agents)

> greater requirements for transparency of system de-
sign, etc., to enable collaboration

The energy system is a key strategic asset and an important
target for nefarious actors, making it particularly vulnerable
to attack compared to other industries. Where access to the
relevant ICT is only possible through direct physical inter-
face, the energy systems did not necessarily need to be so

well-protected. Historically, therefore, nefarious actors were
unable to impact the power system. Connection, although
indirect, of these systems to a publicly accessible network
will require a significant hardening of the measures to be im-
plemented.

There are a variety of countermeasures that can be em-
ployed and a series of standards relating to managing cy-
bersecurity (e.g. ISO/IEC27001, NIST CSF, etc.) Although
these may mitigate many of the issues associated with
cybersecurity, there are emerging technologies that either
may not be sufficiently well protected against advanced cy-
bersecurity threats or enable new attack vectors. Therefore,
a key factor for mitigation is to understand cybersecurity
requirements generally and ensure that any digitalisation
strategy accommodates them.

Cybersecurity for the EU is the primary subject of the Net-
work and Information System (NIS) Directive® and has been
transposed into Member States’ national laws by 2018. This
identifies electricity TSOs, DSOs and suppliers as being pro-
viders of essential services and will require Member States
to ensure that they take appropriate measures regarding
cybersecurity. It also requires Member States to establish a
NIS authority and appropriate response teams, as well as to
cooperate and exchange intelligence. Cybersecurity is es-
sentially a combination of processes and controls, as well
as some specific underlying software and systems, which
try to prevent attacks, minimise and mitigate the risks aris-
ing from attack, and minimise the damage should an attack
occur. Many TSOs already pay specific attention to the role
of cybersecurity: the challenge for the digitalised future
is that there is a greater need to rely on public-interfacing
communication channels, and so the volume of cyberse-
curity work increases. Ultimately, cybersecurity can never
deliver an absolute defence: the protocols must extend to
contingency planning, mitigation (e.g. island operation)
and recovery. Such planning is in its infancy in the context
of the distributed energy world.

— 23.1.6 Other challenges
Other challenges raised by TSOs include:

> Business strategies and sourcing and quality strategies
(dependence on niche/unique suppliers, bug fixing and
development requirements) and implementation strate-
gies (related to security and reliability requirements)

» withholding of commercially owned data could reduce
the opportunities available

» understanding of requirements for and the provision of
quality, dependable and accurate data

> retraining the workforce to make use of the new tech,
to redeploy and/or downsize the workforce, and to em-
ploy specialists to maintain the ICT and/or manage ICT
contracts

3 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of

network and information systems across the Union
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3. Where are we?

TSOs are on the right track, however additional effort is necessary to build an
efficient and effective Digital Grid. This report shows an extensive analysis —
but not an exhaustive one since the digital activity is continuously evolving — of
existing digitalisation projects.

3.1 Digital technologies in TSOs' businesses

Digital technologies emerge and evolve faster than technol-  the hype-cycle curve, to enable an assessment of the ex-
ogies used in the power system (Transformers, switches, pectations of these technologies.
etc..). Gartner has plotted the key digital technologies in
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Figure 6: Gartner Digital technologies hype cycle August 2018
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TSOs have assessed these technologies and identified the
following as the most impactful in the power system:

Artificial intelligence

Machine learning

Digital Twin

Internet of things

5G

Distributed ledger technologies
Software-defined security (SDS)
Smart robots

Edge computing

Cloud computing

Satellite applications
Commercial UAV

Cognitive computing
Blockchain

Virtual reality

Figure 7: Top 15 Digital Technologies prioritisation

More than 140 innovation projects have been skimmed
through by scanning the R&D sections of TSO websites,
from TSOs’ questionnaires responses, and from news and
articles. These projects have been subjectively assessed by
POYRY and only 100 plus have been considered as digitali-

Desktop research

sation projects. These projects have been assessed across
several dimensions including technology type, geographic
scope, the challenges they address for TSOs, the policy-lev-
el objectives they address or facilitate for society, how ad-
vanced they are, and their potential impact.
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Figure 8: Project assessment and case study selection
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3.2 Number of projects along the Digital Grid

The projects have been assessed along the dimension of
the Digital Grid concept for the TSO that is shown in the five
layers (physical, data, system operation, market interaction
and an emerging sector coupling layer), as well as the auto-
mation and information dimensions (Figure 9).

Figure 10 shows that some projects address more than one
layer, which indicates that interaction across layers of the
digital grid is happening and the journey to accomplish the
Digital Grid — a multi-layer, multi-player, cross-border and
cross-sector digital platform — has already begun. However,
a bigger impact could be achieved if the interaction were to
increase.

This demonstrates

that the digital grid is emerging,
and it is this area

where new projects must focus.

Number of
projects
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Figure 9: Number of digitalisation projects per layer of the Digital Grid

Analysis has revealed that over half the European TSOs are
already investing in and engaging with a wide variety of dig-
italisation technologies and projects use cases, such as:

> projects that are truly pan-EU
> cross-border projects that involve more than one TSO

> collaborative projects that involve a variety of other
parties both from the energy market but also from tech-
nology providers and new business models

Figure 10: Number of digitalisation projects across Digital Grid layers

> projects focused on the operational deployment of new
systems, as well as projects focussed on research and
piloting new technologies

> projects that span both different types of technologies
and technology readiness levels

> projects that span national boundaries

Thus, the journey towards a system architecture — as pro-
posed by the Digital Grid concept — has already begun.
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3.3 Projects in the Physical layer

Sixty three digitalisation projects dealing with the physical
layer have been identified. These projects are all listed in Ta-
ble 1. As is evident, many projects in the physical layer have
a link to the data and/or system operation layers. However,
there are several projects linking the physical with the mar-
ket or sector coupling layers. One possible reason for this

is that the physical layer is indirectly coupled to the mar-
ket layer via the system operation layer. It must be further
investigated whether this indirect coupling is sufficient, or
whether R&D/digitalisation projects should address both
worlds — physics and the market — in a more direct manner.

P;g’::t Project Name Use case Layer
Physical Data S Market ?::(I:
1 SPANDEX Improving real-time grid operation 1 1 1
SAMBA Asset management using Big Data 1 1 1

6 SOVN Market model for future investment decisions 1 1 1

11 Real-Smart Circuit protection 1 1 1

17 Humber Smart Zone Circuit protection 1

20 EFCC Improving real-time grid operation 1 1

22 PV_Live Intermittent power prediction 1 1

23 Virtual Synchronous Machine Adapting system to handle more DER 1 1

26 Al to process drone data on Transmission Improved transmission system maintenance 1

assets

27 FITNESS Standardised (and secure) communication 1

28 VISOR Circuit protection 1 1

30 Flexible Networks Improved transmission system maintenance 1

32 gﬁgf;:: Lumen-Condition Monitoring Decision Predictive maintenance 1

34 Maintenance Management 2020 Predictive maintenance 1

35 Condition Monitoring System Improved transmission system maintenance 1

36 ELVIS Coordinated asset management 1

38 Demand Respone Pilots Accessing distributed flexibility sources 1 1 1 1
39 Virtual Workshop Online collaboration/training 1 1

1 Orchidea Online collaboration/training 1 1

42 Estfeed Metering data hub 1 1

50 Stability FACTS Adapting system to handle more DER 1

58 gD:igditisation of the Swiss extra-high-voltage Improved inspection of transmission system 1

59 Digital Transformation Customer portal for trading guarantees of origin 1 1

65 Derig Adapting system to handle more DER 1 1 1

66 Knowfut Online collaboration/training 1 1

72 Blockchain as virtual power station Virtual power plant for batteries 1 1 1
75 C/Sells Other (multiple) 1 1

7 Migrate Adapting system to handle more DER 1

79 Platform Digital Energy World iL:1ri1t(ij‘;-3tri?l'(easnd and evaluate sector-wide digitalisation 1 1

90 Smart Grids Other (multiple) 1 1 1

91 Callia Accessing distributed flexibility sources 1 1

96 Innovative Data Exchange Portal Data sharing 1 1

97 CHPCOM Standardised (and secure) communication 1 1
100  Smart Grid Innovation hub Other (multiple) 1 1
101 STAR (short term active response) Shorter balancing period services from flexible . 1 1 1

demand
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Project

Project Name

Use case Layer

code

Physical Data s Market ?::J‘I:
102 Powersave gzrc:gihbalancing period services from flexible 1 1 1 1
103 Smart Valve gzrc:;irdbalancing period services from flexible 1 1
104  Sumo Improving real-time grid operation 1 1 1
105  Sincro.Grid Adapting system to handle more DER 1 1
106  Poste Intélligent Automation and substation digitalization 1 1 1
108  GARPUR Probabilistic risk assessment 1 1
112 Twenties Adapting system to handle more DER 1
116  IT technology for plant maintenance Predictive maintenance 1 1
117  Space4Energy Improved inspection of transmission system 1 1
120  GE WAMS Project Improving real-time grid operation 1 1 1
126  BigDataOcean Intermittent power prediction 1 1
127  Digital line box Standardised (and secure) communication 1
129  WAMS Project Circuit protection 1 1 1
132  MANINT Improved transmission system maintenance 1 1
138  RINGO Improving real-time grid operation 1 1 1
142 Eg;‘:iigrl::zsecmn and maintenance of Improved inspection of transmission system 1
143 Phasor measurement project Circuit protection 1 1 1
146  Drones for asset inspection Improved inspection of transmission system 1
149 itl)rr;(li;iﬂr;—/risk—based maintenance Improved transmission system maintenance 1 1
151 10T for Dynamic Line Ratings Improving real-time grid operation 1 1
154  Substation digital twin Improved transmission system maintenance 1 1
156  LiDAR surveying Improved inspection of transmission system 1
161  Smart Wires Smart Valve Improving real-time grid operation 1
162  Smart Wires Powerline Guardian Improving real-time grid operation 1
163  Power off Save Improving real-time grid operation 1
164  Phasor Monitoring System Improving real-time grid operation 1
165  TSCNET Probabilistic risk assessment 1 1 1
176 3D Decision Support System Improved inspection of transmission system 1

Table 1: List of projects in the physical layer
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3.4 Projects in the Data layer

Seventy-two projects deal with the data management layer,
as can be seen in Table 2. The table shows that only a few
projects delivering market platforms consider the data from
the physical layer or the system operation layer. This could

be interpreted as an opportunity for the R&D development
of market tools and platforms, considering the use of the
data from the physical grid and the system operation pro-
cesses.

Pioles Project Name Use case Layer
code
Physical Data 7 Market i:f
1 SPANDEX Improving real-time grid operation 1 1 1
2 SAMBA Asset management using Big Data 1 1 1
3 EarlyWarn Predictive maintenance 1 1
6 SOVN Market model for future investment decisions 1 1 1
11 Real-Smart Circuit protection 1 1 1
12 Elhub Metering data hub 1 1
13 Datahubs in the Nordic Regions Metering data hub 1 1
14 Deepmind Improving real-time grid operation 1 1 1
19 Power Potential Adapting system to handle more DER 1 1 1
22 PV_Live Intermittent power prediction 1 1
25 Blockchain balancing pilot Accessing distributed flexibility sources 1 1 1 1
28 VISOR Circuit protection 1 1
37 Control Hub Accessing distributed flexibility sources 1 1 1
39 Virtual Workshop Online collaboration/training 1 1
1 Orchidea Online collaboration/training 1 1
42 Estfeed Metering data hub 1 1
53 ANEMOS Intermittent power prediction 1 1
65 Derig Adapting system to handle more DER 1 1 1
66 Knowfut Online collaboration/training 1 1
67 Ownership Accessing distributed flexibility sources 1 1 1 1
70 EDSN Metering data hub 1 1
74 NEW 4.0 Other (multiple) 1 1 1
75 C/Sells Other (multiple) 1 1
76 enera Other (multiple) 1 1
78 mobile sensoring Intermittent power prediction 1 1 1
79 Platform Digital Energy World ili?t(ij;tri?,t::d and evaluate sector-wide digitalisation 1 1
82 Gridcast Intermittent power prediction 1 1
83 ORKA 2 Intermittent power prediction 1 1
86  WindNODE Other (multiple) 1 1 1
90 Smart Grids Other (multiple) 1 1 1
94 Information security Cybersecurity 1
95 Wholesale Model Metering data hub 1 1
96 Innovative Data Exchange Portal Data sharing 1 1
103 Smart Valve jzrc:girdbalancing period services from flexible 1 1
104  Sumo Improving real-time grid operation 1 1 1
106  Poste Intélligent Automation and substation digitalization 1 1 1
110  éC02mix Data sharing 1
116  IT technology for plant maintenance Predictive maintenance 1 1
117  Space4Energy Improved inspection of transmission system 1 1
118  Bits&Watts Other (multiple) 1
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Project

code Project Name Use case Layer
Physical Data 7 Market i:f

120 GE WAMS Project Improving real-time grid operation 1 1 1
122 Renewable Energy Dispatch Tools Intermittent power prediction 1 1
125  Power System Sumulation Improving real-time grid operation 1 1
126  BigDataOcean Intermittent power prediction 1 1
129  WAMS Project Circuit protection 1 1 1
132 MANINT Improved transmission system maintenance 1 1
133 Platform for Operation Services Data sharing 1 1
135  Data governance Data sharing 1
137  NAZA Accessing distributed flexibility sources 1 1
138  RINGO Improving real-time grid operation 1 1 1
143 Phasor measurement project Circuit protection 1 1 1
144  TSO-DSO information exchange platform Accessing distributed flexibility sources 1 1
147 (I;(a)?adition—/risk—based maintenance - 2 Big Asset management using Big Data 1
148 Condit_ion-/risk-based maintenance - 3 Data Improved transmission system maintenance 1

Analytics
149 l()[gz(giii;ign—/risk—based maintenance - 4 Improved transmission system maintenance 1 1
151 loT for Dynamic Line Ratings Improving real-time grid operation 1 1
152  Digitalization for workforce management Improved inspection of transmission system 1
153  Big Data for PMU/WAMS Improving real-time grid operation 1 1
157  Smart Grid Dashboard Data sharing 1 1
165  TSCNET Probabilistic risk assessment 1 1 1
166  Baltic CoBA Balancing Dashboard Data sharing 1 1
168  INTERRFACE Accessing distributed flexibility sources 1 1 1 1
169  TDX-Assist Data sharing 1 1
171 XBID Cross border balancing/redispatch 1 1
172 MARI Cross border balancing/redispatch 1 1
177 OPDE Data sharing 1 1
183  Transparency platform Data sharing 1 1
184  Network Codes application tool Data sharing 1
185  Common Grid Model Data sharing 1
186  Terre Data sharing 1 1 1
187 IGCC Data sharing 1 1 1

Table 2: List of projects in the data layer
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3.5 Projects in the System operation layer

Many of the digitalisation projects (56 projects) are de- At EU level this is remarkable, and demonstrates that the
ployed for system operation purposes. This emphasises  current regulation and the implementation of the network
the importance of this layer and how it functions as abridge  codes are key drivers.

between the physical layer and the market layer. Ultimately,

system operation is the backbone for the further develop-

ment of the Digital Grid.

P;g’::t Project Name Use case Layer
Physical Data S Market ?::(I:

1 SPANDEX Improving real-time grid operation 1 1 1

2 SAMBA Asset management using Big Data 1 1 1

3 EarlyWarn Predictive maintenance 1 1

11 Real-Smart Circuit protection 1 1 1

14 Deepmind Improving real-time grid operation 1 1 1

19 Power Potential Adapting system to handle more DER 1 1 1

20 EFCC Improving real-time grid operation 1 1

23 Virtual Synchronous Machine Adapting system to handle more DER 1 1

25 Blockchain balancing pilot Accessing distributed flexibility sources 1 1 1 1
37 Control Hub Accessing distributed flexibility sources 1 1 1

38 Demand Respone Pilots Accessing distributed flexibility sources 1 1 1 1
49 EntreREDes Online collaboration/training 1

53 ANEMOS Intermittent power prediction 1 1

65 Derig Adapting system to handle more DER 1 1 1

67 Ownership Accessing distributed flexibility sources 1 1 1 1
68 Gredor TSO_/I:')_SO interaction for coordinated control of 1

flexibility

69 Dynamic dimensioning of the FRR needs Lowering cost of procuring reserves 1

72 Blockchain as virtual power station Virtual power plant for batteries 1 1 1
73 The New Motion Accessing distributed flexibility sources 1 1
78 mobile sensoring Intermittent power prediction 1 1 1
82 Gridcast Intermittent power prediction 1 1

83 ORKA 2 Intermittent power prediction 1 1

86 WindNODE Other (multiple) 1 1 1

87 SwarmGrid Adapting system to handle more DER 1

90 Smart Grids Other (multiple) 1 1 1

98 EcoGrid EU g::qr;irdbalancing period services from flexible 1

99 FutureFlow Cross border balancing/redispatch 1 1
101 STAR (short term active response) jzronr:ra]rdbalancing period services from flexible 1 1 1 1
102 Powersave g::qr;izbalancing period services from flexible 1 1 1 1
104  Sumo Improving real-time grid operation 1 1 1
105  Sincro.Grid Adapting system to handle more DER 1 1
106  Poste Intélligent Automation and substation digitalization 1 1 1
108  GARPUR Probabilistic risk assessment 1 1
111 iTesla Probabilistic risk assessment 1
120 GE WAMS Project Improving real-time grid operation 1 1 1
122 Renewable Energy Dispatch Tools Intermittent power prediction 1 1
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Project

code Project Name Use case Layer
Physical Data S Market ?::(I:
125  Power System Sumulation Improving real-time grid operation 1 1
129  WAMS Project Circuit protection 1 1 1
137  NAZA Accessing distributed flexibility sources 1 1
138  RINGO Improving real-time grid operation 1 1 1
139  Dynamo Improved power system simulation 1
143 Phasor measurement project Circuit protection 1 1 1
145  Elia blockchain Improving real-time grid operation 1
153  Big Data for PMU/WAMS Improving real-time grid operation 1 1
154  Substation digital twin Improved transmission system maintenance 1 1
155  Fast reserves from Evs Accessing distributed flexibility sources 1 1
160  Control centre tools Improving real-time grid operation 1
165  TSCNET Probabilistic risk assessment 1 1 1
167 OSMOSE Accessing distributed flexibility sources 1 1
168  INTERRFACE Accessing distributed flexibility sources 1 1 1 1
170  EU_SysFlex Accessing distributed flexibility sources 1
174 ’I\J/li':aDg(g’\f;J;:tlii):))r Aggregation and Intermittent power prediction 1
177  OPDE Data sharing 1 1
183  Transparency platform Data sharing 1 1
186  Terre Data sharing 1 1 1
187 IGCC Data sharing 1 1 1

Table 3: List of projects in the system operation layer
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3.6 Projects in the Market layer

There are thirty-two projects addressing the market layer.
The majority of projects facilitating and expanding the mar-
ket layer interact with one or more of the other layers, as
shown in the list.

Pioles Project Name Use case Layer
code
Physical Data 7 Market i:f
6 SOVN Market model for future investment decisions 1 1 1
12 Elhub Metering data hub 1 1
13 Datahubs in the Nordic Regions Metering data hub 1 1
14 Deepmind Improving real-time grid operation 1 1 1
19 Power Potential Adapting system to handle more DER 1 1 1
25 Blockchain balancing pilot Accessing distributed flexibility sources 1 1 1 1
37 Control Hub Accessing distributed flexibility sources 1 1 1
38 Demand Respone Pilots Accessing distributed flexibility sources 1 1 1 1
59 Digital Transformation Customer portal for trading guarantees of origin 1 1
67  Ownership Accessing distributed flexibility sources 1 1 1 1
70 EDSN Metering data hub 1 1
74 NEW 4.0 Other (multiple) 1 1 1
76 enera Other (multiple) 1 1
86 WindNODE Other (multiple) 1 1 1
91 Callia Accessing distributed flexibility sources 1 1
95 Wholesale Model Metering data hub 1 1
97  CHPCOM Standardised (and secure) communication 1 1
99 FutureFlow Cross border balancing/redispatch 1 1
100  Smart Grid Innovation hub Other (multiple) 1 1
101 STAR (short term active response) j:r(:]r;irdbalancing period services from flexible 1 1 1 ]
102 Powersave jzrc:.lratlizjbalancing period services from flexible 1 1 1 1
133 Platform for Operation Services Data sharing 1 1
144 TSO-DSO information exchange platform Accessing distributed flexibility sources 1 1
157  Smart Grid Dashboard Data sharing 1 1
166  Baltic CoBA Balancing Dashboard Data sharing 1 1
168  INTERRFACE Accessing distributed flexibility sources 1 1 1 1
171 XBID Cross border balancing/redispatch 1 1
172  MARI Cross border balancing/redispatch 1 1
173  PICASSO Cross border balancing/redispatch 1
175  ECCO-SP Data sharing 1
186  Terre Data sharing 1 1 1
187 IGCC Data sharing 1 1 1

Table 4: List of projects in the Market layer
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The market is already an important part of today’s TSO op-
erations, and is being directly facilitated by the implemen-
tation of network codes and transparency obligations. Net-
work codes’ implementation will require the development of
market places, which will be supported by tools and apps.
Moreover, there is a need to cover new functions such as
grid congestion management and balancing services from
various flexibility to ensure the security of supply and to in-
crease the RES integration.

In addition, the development of the pan-EU single market
leads to the development of specific tools for market inte-
gration: XBID, COBA, FutureFlow, Mari, Terre and Picasso
are covering the different products and time horizons in the
market design.

RESOURCE
PROVIDER

END CUSTOMER

MARKET
OPERATORS

e Customer/demand

* Generators (small scale
focus)

* Storage

* Other energy vectors (sector
coupling: heat, gas, agricul-
ture, transportation)

« Setting up the price of the
resource

of satisfication

« Set the final sale price

MARKET PLACE
(APP)

« Service provision under market rules

« Use of new technologies to ease access to services to all

providers in equal condition and in a coordinated manner
* Set up mechnanisms/model for the service provision

* Ensure the participation of all parties with the same level

/]

* Market rules definition
« Ensuring fair competition
* Settlement

« Allowing procurement of
services based on specific
location and grid condition

* Integrate local markets with
wholesale and balancing
markets

performance ..)

the system

ENABLERS:
GRID & SYSTEM OPERATION

« Quantifying the system needs to ensure security of supply

« Definition of the service technical parameters (quality of
product, time for the service provision, technical expected

« Verification of service provision

» Measurement of impact and efficiency of the service for

(NEW) functions
that should have all the
parameters defined (1-4)

1 Grids congestion management

2 Demand Side Response for
balancing

3 Flexibility to ensure security
of supply

4 Flexibility to increase RES
integration

Figure 11: The market place and functions that will require new tools and apps
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3.7 Projects in the sector coupling layer

There are projects being undertaken by TSOs, or involving
TSOs, which are directly aimed at providing for sector cou-
pling and addressing its challenges.

Many of these are directly concerned with the integration
of electric vehicles and/or the electrification of the heat
sector, leading to further impacts on the power system but
also providing access to flexibility and services from those
markets. Most of the projects are also associated with the
System Operation layer, where the immediate impact will be
first observed and handled.

Project

The projects are largely pilot projects, aimed at exploring
the potential for technologies to provide solutions which
enable the concept of sector coupling. Although they con-
sider common elements of delivering sector coupling, there
are different underlying technologies and market and sys-
tem designs being explored.

This relatively small set shows that the TSOs are already
beginning to deliver the Sector Coupling layer, although
more could be done to integrate it with the Physical and
Data layers.

code Project Name Use case Layer
Physical Data S Market i:)f

25 Blockchain balancing pilot Accessing distributed flexibility sources 1 1 1 1
38 Demand Respone Pilots Accessing distributed flexibility sources 1 1 1 1
67 Ownership Accessing distributed flexibility sources 1 1 1 1
72 Blockchain as virtual power station Virtual power plant for batteries 1 1 1
73 The New Motion Accessing distributed flexibility sources 1 1
74 NEW 4.0 Other (multiple) 1 1 1
78 mobile sensoring Intermittent power prediction 1 1 1
101 STAR (short term active response) izrc])qr;irdbalancing period services from flexible 1 1 1 1
102 Powersave gzrc:gi:jbalancmg period services from flexible 1 1 1 1
155  Fast reserves from Evs Accessing distributed flexibility sources 1 1
167 OSMOSE Accessing distributed flexibility sources 1 1
168  INTERRFACE Accessing distributed flexibility sources 1 1 1 1
1

169  TDX-Assist Data sharing

Table 5: List of projects in sector coupling

3.71 Pan-EU dimension and X border
From the set of 100 analysed projects, approximately 32%
embrace the pan-EU or cross-border dimension. It is inter-
esting to note that most of them are R&D EU funded pro-
jects. That shows that the European Commission is suc-
ceeding in promoting the EU integrated approach and that
TSOs are responding positively to these calls.

ENTSO-E has been driving many parts of the digitalisation
agenda. Two notable early examples are the TP and the
CGM.

Beyond this, ENTSO-E is proposing ECCO-SP — a secure
platform for TSOs to exchange multitudinous data, CGM
and the TP, It is essential that this platform is robust and
highly secure, thus cybersecurity is a cornerstone for each
development.

Common Grid Model

The CGM finds its legal basis in three of the network codes:
the SOGL (Art. 64), the CACM Regulation (Art. 17) and the
FCA Regulation (Art. 18). The CGM, and its data exchange
system the Operational Planning Data Environment (OPDE),
are a prerequisite for several processes harmonised in the
network codes, including coordinated capacity calculation,
operational security analysis, outage planning coordination
and adequacy analysis.

The CGM compiles the individual grid model of each TSO,
covering timeframes going from one year before real time
to one hour before real time. TSOs' individual (in most cas-
es, national) grid models are picked up by RSCs, who, fol-
lowing a quality assessment and pan-European alignment
process, merge them into a pan-European CGM and feed
the merged CGM back into the system.
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Project

code Project Name Use case Layer
Physical Data 25 Market i:f
6 SOVN Market model for future investment decisions 1 1 1
11 Real-Smart Circuit protection 1 1 1
53 ANEMOS Intermittent power prediction 1 1
65 Derig Adapting system to handle more DER 1 1 1
68 Gredor Igr(]Jt/rglsg ifrlléiirsicl:itti;)n for coordinated 1
7 Migrate Adapting system to handle more DER 1
86 WindNODE Other (multiple) 1 1 1
91 Callia Accessing distributed flexibility sources 1 1
99 FutureFlow Cross border balancing/redispatch 1 1
100  Smart Grid Innovation hub Other (multiple) 1 1
105  Sincro.Grid Adapting system to handle more DER 1 1
108  GARPUR Probabilistic risk assessment 1 1
111 iTesla Probabilistic risk assessment 1
112 Twenties Adapting system to handle more DER 1
118  Bits&Watts Other (multiple) 1
157  Smart Grid Dashboard Data sharing 1 1
160  Control centre tools Improving real-time grid operation 1
165  TSCNET Probabilistic risk assessment 1 1 1
166  Baltic CoBA Balancing Dashboard Data sharing 1 1
167 OSMOSE Accessing distributed flexibility sources 1 1
168  INTERRFACE Accessing distributed flexibility sources 1 1 1 1
169  TDX-Assist Data sharing 1 1
170  EU_SysFlex Accessing distributed flexibility sources 1
171 XBID Cross border balancing/redispatch 1 1
172 MARI Cross border balancing/redispatch 1 1
173 PICASSO Cross border balancing/redispatch 1
174 (MMAo[t):ieIs for Aggregation and Disaggregation) Intermittent power prediction !
175  ECCO-SP Data sharing 1
177  OPDE Data sharing 1 1
183  Transparency platform Data sharing 1 1
184  Network Codes application tool Data sharing 1
185  Common Grid Model Data sharing 1
186  Terre Data sharing 1 1 1
187 IGCC Data sharing 1 1 1

Table 6: List of projects in the Pan-EU and X border dimension

Setting up the CGM requires three building blocks: ENT-
SO-E's OPDE; a physical communication network (PCN);
and TSOs' individual grid models (IGM) and methodologies
which describe how they should be merged into CGMs.

ECCo SP

ECCo SP — ENTSO-E Communication and Connectivity Ser-
vice Platform - is a value-added platform enabling com-
munications between business applications. It is currently
made of two main functional blocks: EDX and ECP. EDX is
a distributed messaging system that allows the transfer of
messages between EDX network participants. EDX defines
the network configuration, which allows for the introduction
of the concept of services, service providers and consum-

ers. ECP provides message delivery capabilities with the
following features: (a) security, (b) reliability, (c) integration,
(d) transparency and (e) portability.

OPDE

OPDE is the ICT solution supporting the process delivering
the European electrical CGM. It is designed as a distributed
application made of a set of applications communicating
together through EDX/ECP messaging. This communica-
tion (connectivity layer) will be further enhanced with se-
mantic enrichment following international standards (e.g.
IEC 61698-100) to create plugins of various data exchange
protocols and allow for a plug-n-play connection of more
assets on the platform.
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Electronic Highway

The electronic highway is a meshed router network (sepa-
rate from the internet) connecting the European TSOs, and
is designed for real-time and non-real-time data exchange
between them. Today, the electronic highway covers the
fields of the exchange of real-time data and non-real-time
data related to grid operation, and to market. The Electronic
Highway is outdated and will need to be upgraded to ac-
commodate new data and messages requirements.

ENTSO-E Awareness System (EAS)

Launched in April 2013, and building on decades of TSO
cooperation, the EAS is an important collaborative tool for
ENTSO-E TSO members across 35 European states. The
EAS allows TSOs to monitor real-time information on the
transmission systems across Europe, and react quickly

3.7.2 Building the digital grid

The digital grid that is emerging is creating platforms, ena-
bling the information to be shared among the different sec-
tors. There are only a few tools and platforms enabling this
exchange:

with assistance or system measures if an area appears to
be under stress, both in the prevention and resolution of dis-
turbances. All TSOs' interconnections are connected and
there is an EAS display in the control room.

EDICT — ENTSO-E Disturbance and Incident

Classification Tool

EDICT will be a web-based tool for all TSOs for reporting in-
cidents according to the Incident Classification Scale. The
project includes data gathering environment for recording
incidents through screen-based data entry with predefined
standardised choices for details, reporting functions pro-
viding the required visualisation and data needed for ICS
annual reports, and facilitating the creation of ad hoc re-
ports, charts and graphs.

Only some tools (most of them in the R&D/Pilot domain)
link three or more layers together.

P;zj::t Project Name Use case Layer
Physical Data R Market Sec. cpl.
1 SPANDEX Improving real-time grid operation 1 1 1
SAMBA Asset management using Big Data 1 1 1
6 SOVN Market model for future investment decisions 1 1 1
11 Real-Smart Circuit protection 1 1 1
14 Deepmind Improving real-time grid operation 1 1 1
19 Power Potential Adapting system to handle more DER 1 1 1
25 Blockchain balancing pilot Accessing distributed flexibility sources 1 1 1 1
37 Control Hub Accessing distributed flexibility sources 1 1 1
38 Demand Respone Pilots Accessing distributed flexibility sources 1 1 1 1
65 Derig Adapting system to handle more DER 1 1 1
67 Ownership Accessing distributed flexibility sources 1 1 1 1
72 Blockchain as virtual power station Virtual power plant for batteries 1 1 1
74 NEW 4.0 Other (multiple) 1 1 1
78 mobile sensoring Intermittent power prediction 1 1 1
86 WindNODE Other (multiple) 1 1 1
90 Smart Grids Other (multiple) 1 1 1
101  STAR (short term active response) Shorter balancing period services from flexible demand 1 1 1 1
102  Powersave Shorter balancing period services from flexible demand 1 1 1 1
104  Sumo Improving real-time grid operation 1 1 1
106  Poste Intélligent Automation and substation digitalization 1 1 1
120  GE WAMS Project Improving real-time grid operation 1 1 1
129  WAMS Project Circuit protection 1 1 1
138  RINGO Improving real-time grid operation 1 1 1
143  Phasor measurement project Circuit protection 1 1 1
165  TSCNET Probabilistic risk assessment 1 1 1

Table 7: List of projects impacting in multiple layers of the digital grid

30 // ENTSO-E Digital Report: The cyber physical system for the energy transition



Six projects cover 4 layers — the sector coupling, market
and system operations layers, with half of these also relat-
ing to the data layer, and half relating to the physical grid
layer. For example, one of the projects is the Ownership pro-

Project

ject being undertaken by Elia with Enervalis which, although
it is linked to the development of the market for flexibility,
does not consider the integration of measurements from
the field.

code Project Name Use case Layer
Physical Data W Market e
cpl.
25 Blockchain balancing pilot Accessing distributed flexibility sources 1 1 1 1
38 Demand Respone Pilots Accessing distributed flexibility sources 1 1 1 1
67 Ownership Accessing distributed flexibility sources 1 1 1 1
101 STAR (short term active response) Shorter balancing period services from flexible 1 1 1 1
demand
102 Powersave Shorter balancing period services from flexible 1 1 1 1
demand
168  INTERRFACE Accessing distributed flexibility sources 1 1 1 1

Table 8: List of projects impacting 4 layers of the Digital Grid Detailed

3.8 Detailed analysis

The identified digitalisation projects have been assessed
across a number of different dimensions to demonstrate
the range of application across European TSOs. A series of
visualisations were used to explore the ~100 digitalisation
projects. The following dimensions have been considered:

> geographic scope, including assessment of pan-EU or
cross-border application

> digitalisation activity applied to the functions of the
TSO

> use of digitalisation technologies

» policy level objective (competitiveness, security, sus-
tainability)

» market-based challenge (cost, new products, improved
service)

> technology

> ENTSO-E Digital Grid layer (as defined in Figure 4)

» primary form of digitalisation (i.e. data, machine learn-
ing, decision support, automation and control, other)

> technology readiness/research scope
> potential impact on social welfare
> time to completion/adoption

> a larger list of over 30 identified TSO challenges faced
by TSOs

These dimensions originated from intense internal discus-
sions and debates regarding the potential ways in which
digitalisation projects could be assessed, with the aim of
trying to identify areas where further research or invest-
ment might be necessary. The dimensions and high-level
conclusions from their examination are discussed below.
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Time of

Challenges Primary - Geographic Digitalisation Scope of . Policy level Market based | Particular TSO
TSO Activity 5 project com- P
caused technology Scope types project pletion objective challenges challenges
Asset
Design Management Local New data ) ’
strategy Al & System (Pilot) e B R&D <2 years Sustainable Cost savings RES
development
Improved
Automated Market . Decision - _ existing
Regulatory T Facilitation National support Pilot 2-5years Secure products/ New demand
services
Cost effective- f System Regional ) ’ B - New market
i Bid Data Operation (wide area) Automation Demonstration 5-10 years Competitive offerings Cyber threats
Asset M,
Market design Blockchain System Pan European Full scale >10 years NEW XB rules
development
&S0
Asset M,
q Commercial System
Cybersecurity UAVs (Drones)  development Acceptance
& Market
) Common
Data quality platform Market & SO
Asset M,
’ System devel-
Competency  Data analytics opment & SO
& Market
System quality Hardware
Business Human input/
strategy social media
Implementa- .
tion strategy Imaging
Sourcing Internet of
stratgy Things
Knowledge
sharing/
social media
Machine
learning
Other
WAMS
Figure 12: TSO activity intersection.
3.8.1 Geographic reach
The analysis of the geographic reach of the identified digi- Projects by geographical reach
talisation projects shows that TSOs consider all the dimen-
sions when developing projects: local, national, regional/ 10%
cross-border and pan-European. Fourteen of the projects 21% /' Pan European
are pan-European in scope; there are 25 projects which Subnational/ \

are regional/cross-border (but not pan-European) in scope,
with 61 being national and 28 being sub-national (local) in
scope.

The pan-European and cross-border4 dimensions are clear
in many of the projects examined.

Detailed analysis, presented in the table below observes
that there are a number of regional and cross-border digi-
talisation initiatives which are driven by EU-level initiatives,
such as Horizon 2020, while others are driven by increasing
the cooperation at the regional level (RSC) and within the
value chain.

Local

4 %
Dk

Regional/
Crossborder
35%

National

Figure 13: Geographical reach of the digitalisation projects

4 “cross-border” means belonging to more than one European country, whereas pan-European refers to a complete EU coverage.
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REGIONAL PROJECTS

COORDINATION WITH DIFFERENT

0 N o oW N =

PLAYERS IN THE VALUE CHAIN

Promaps (related to Garpur)

HDVC Inertia provission
Gridfut

Opfut

Resman

NETZ:KRAFT

ISEM

PRIBAS

SOVN

MAD

HILP

Coordinated Secure Timing
for the Smart Grid

Real-Smart
Datahubs in the Nordic Regions
WAMS Project

REGIONAL PROJECTS

EC FUNDED PROJECTS
(H2020 AND OTHER FPS)

MERGE
INSPIREgrid
RealisGrid
GridTech
H2020 SOGNO
ANEMOS
Powertech

0 N o o1 BRW N =

Migrate
FutureFlow
Sincro.Grid
Optimate
GARPUR
iTesla
Twenties
OSMOSE
EU_SysFlex

REGIONAL PROJECTS

REGIONAL CONTROL
CENTERS

SCC - regional control center
SEE - Thessaloniki RSC
Baltic RSC

Nordic RSC

CORESO (RSC)

TSCNET

Derig MAD (Models for Aggregation
Gredor and Disaggregation)

WindNODE INTERFACE
Callia TDX-Assist
Bits & Watts

Smart Grid Dashboard

Baltic CoBA Balancing
Dashboard

Table 9: Characteristics of regional/cross border digitalisation projects

Focusing on the local, national and regional dimensions?®, 1. The focus for regional projects is centred on system op-
Figure 14 on the following page shows activity in all three eration functions.

major TSO functions (system operation, market facilita- 2
tion, asset management) and across three of these three
geographical dimensions. As markets are currently re-
gional/cross-border or national, there is little activity to be
expected on a local level; similarly, as there are no assets
with common cross-border ownership, so there are fewer
cross-border digitalisation projects looking at improving as-
set management. The analysis shows that:

. Market facilitation tends to focus on the national level,
but it is starting to develop the regional and pan-Europe-
an activity, building the pan-EU market.

3. System operation functions lend themselves to trialling
local solutions, so pilot projects are often low regret de-
cisions, which if successful can be scaled nationally.

5 “Regional” refers to pan-European and cross-border projects; “National” refers to projects that are being undertaken on a specific transmission system;
“Local” refers to a project that is being applied in a sub-national context. Projects not associated with a specific TSO (e. g. ENTSO-E projects) are
excluded.
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TSO Activity All projects

Local (Pilot) National Regional (wide area)

Asset Management

System Operator

Market Facilitation

[l 50 Hertz M Eirgrid M Energinet M Landsnet REN M spT [ Tennet
B Amprion M Elering B ENTSO-E M National Grid M RTE [ Statnett M Terna

APG ELES M EUregion M PSE W SHET M Swissgrid TransnetBW
M CePs M Elia M Fingrid M REE

Figure 14: Geographic scope of projects

3.8.2 Digitalisation activity applied to the functions of the TSO

Figure 16 identifies the predominant digitalisation activi- R

ty (Information/decision support/Automation) in the TSO AR

function (Asset management/System operation/ Market /' Decision \\
< support >

facilitation). . algorithms ,”
Y p
\\ ,l

It also indicates the maturity and relevance of each activity.

For example, the total weight of the projects considering

new data sources that impact on system operation is the

greatest, however this is closely followed by the projects Auto-
. .. . mation

applying decision support to the system operation func-

tion. We can see that the automation is not applied at all for

the market facilitation and applied in a very limited way for

the asset management.

Infor-
mation

There are only a few projects in the system operation do-
main using the most advanced technologies, represented

by the darkest blue colour. However, the majority of the pro-
jects are in a R&D and pilot state. The clear blue in asset
management and system operation show that there are
many projects using relatively straightforward digitalisa-
tion technologies.

Figure 15: Decision support algorithms influence the Digital Grid
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DIGITALISATION TYPE

TSO ACTIVITY New data sources Decision support Automation
State of the art
Asset index
Management HE
1 2 3 4 5
Weighting
System 3
Operator 10
20
30
40
51
Market ‘
Facilitation

While ‘State of the art’ refers to the level of technological advancement of the project - the higher the number, the more advanced the underlying
technology - ‘Weighting' refers to a POYRYS subjective measure of the importance of the individual project, and each circle represents the sum of

these weights.

Figure 16: TSO activity intersection

This visualisation also demonstrates that there is consid-
erable activity centred on obtaining and using new data
sources across most of the roles of the TSO, which leads
to the conclusion that TSOs are providing an increasingly
important data-layer within their activities. Such a layer is a
vital prerequisite to being able to unlock the wider digitali-
sation benefits of decision support and automation

In this way, it demonstrates that TSOs are beginning to use
decision support and automation within their processes,

especially within the System Operation function, to auto-
mate the operation of the power grid, and certainly at the
local level for providing voltage control, dynamic thermal
rating systems, etc. The lack of projects concerning the
intersection of Market Facilitation with Automation is not
surprising. Since this function would be expected to also
be driven by market participants rather than TSOs (e.g. al-
go-trading), new balancing guidelines and ancillary services
will require the greater involvement of TSOs.

3.8.3 Use of digitalisation technologies by TSOs

Figure 17 on the following page shows that over half the
European TSOs are actively engaged in digitalisation
projects (while also noting that the desktop research is not
necessarily exhaustive), across a range of different type of
technologies. This provides evidence to support the obser-
vation that the Digital Grid is already beginning to emerge.

However it also indicates that many TSOs may not actively
be pursuing digitalisation projects, possibly because their
regulatory framework incentivises them to seek low-risk,
long asset lifetime solutions. Where this is the case, it di-
rectly supports the conclusion that regulatory structures

need to be adapted to become more dynamic and to inte-
grate the development of the physical grid together with the
Digital Grid.

As discussed in section 3 above, a number of the digitalisa-
tion projects extend to the cross-border realm. Many of the
projects also span across the value chain, involving DSOs,
suppliers, consumers, prosumers and producers. There are
a number of smaller projects also beginning to handle and
facilitate solutions to cross-sectoral issues (e.g. TenneT's
Blockchain pilot with Vanderbron, which seeks to use flexi-
bility from EVs).
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National Grid
TenneT
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Fingrid
RTE
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SPT
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Swissgrid
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Data analytics

Big Data

Common platform

Other

WAMS

Automated control
Hardware

Blockchain

Al

Internet of Things

Imaging

Knowledge sharing/social media
Machine learning

Human input/social media
Commercial UAVs (Drones)

Analysis & Evaluation

Data analytics

Big Data

Common platform

Other

WAMS

Automated control
Hardware

Blockchain

Al

Internet of Things

Imaging

Knowledge sharing/social media
Machine learning

Human input/social media
Commercial UAVs (Drones)

Automation

Data analytics

Big Data

Common platform

Other

WAMS

Automated control
Hardware

Blockchain
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Internet of Things

Imaging

Knowledge sharing/social media
Machine learning

Human input/social media
Commercial UAVs (Drones)
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Measure Values
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This graphic plots the projects according to the primary technology, referenced in Figure 12. Colours
reflect the proportion of digitalisation type (new data sources, analysis & evaluation, automation) of
each TSO's projects. Each column represents a single TSO. The first column demonstrates that the
relevant TSO is involved in at least one project that is primarily concerned with Big Data technology,
and that the relevant project(s) are involved relatively equally in providing/accessing a new source of
data, analysing and evaluating data, and providing some level of automation. The final column
shows that the relevant TSO has one (or more) project(s) which are primarily concerned with data
analytics technologies, which is/are more focused on analysis and evaluation than on automation or
new data sources. Some projects involve more than one TS0, but have only been included in the
analysis associated with one TSO so as to avoid double-counting.

Figure 17: TSO digitalisation
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3.8.4 Digital technologies enhancing TSOs functions

When examining the primary technology or conceptual ap- > Data analytics, big data and automation are key areas
proach underlying the individual projects to assess where, being invested in to improve system operation func-
in the three-role function of a TS0, efforts are being focused tions. For example:

(shown in Figure 18), some interesting observations can be

_ Eirgrid's Powersave project, which enables an auto-

made. matic demand response.

_ Statnett's Spandex project, which provides new
methods and solutions based on real-time data from
Phasor Management Units (PMUs), the establish-
ment of an ICT platform and the development of new
applications.

> The development of common data/system platforms
dominates the market facilitation role of the existing
TSO functions. For example:

_ Elering's Estfeed project provides a data exchange
platform for the consumption data of electricity, gas,
a commercial register and forecast data that also al-
lows for third parties to build applications and servic-
es based on the data.

_ EDP Nester's Power System Sum project, which pro-
vides a real-time power system digital simulator as
well as advanced grid monitoring and control capa-

) ) ) . bilities for the planning and operation of power grids.
_ Energinet.dk's CHPCOM project — a cooperation with

the Danish CHP owners and market participants to pro-
duce a standardised communication platform, develop
new business cases, and reduce uncertainty and trans-
action costs.

_ Within the asset management function, emphasis
is placed on data analytics. RTE's Garpur project ex-
amines probabilistic power system reliability criteria
and transmission system reliability management
strategies, on a pan-European basis, for reducing

— TDX-Assist, an ENTSO-E participated project, is a plat- costs associated with n-1 criterion.

form to facilitate scalable and secure information sys-
tems and data exchange between TSOs and DSOs.

Primary technology
Al . Bellrock diti Avg. Weighting
Automated control Bellrock Lumen-Condition
Big data Monitoring Decision -
K] . 9 Support 1 8
g Commercial UAVs (Drones) . Maintenance
& Data analytics Management 2020
g Hardware © ELVIS
< ) i ) - GARPUR
5 Human input/Social media « IT for plant
§ Imaging maintenance
< : + Bits & Watts
Interne_t of thm_gs + Condition-/risk-based
Knowledge sharing/social maintenance — 3 Data
Other Analytics
B WAMS
=
; Al + ANEMOS + Digital Transformation
; Automated control - - + Derig + Wholesale Model
2 Big data + Gredor + Innovative Data
- Blockchain -- + SwarmGrid Exchange Portal
8 % + Smart Grids + Platform for Operation
= 5 Common platform ] . Sumo Services
& Data analytics | ] + iTesla + TSO-DSO information
g Hardware + TSCNET exchange platform
% . + OSMOSE + Smart Grid Dashboard
> Internet of things | + Renewable Energy Dispatch + Baltic CoBA Balancing
Knowledge sharing/social [l Tools Dashboard
: : + Power system simulation + TDX-Assist
Machine learning [l
9 + Control centre tools * MARI
Other - MAD - ECCO-SP
WAMS + CHPCOM
+ Estfeed
- Big data | + éCO2mix
E ) Blockchain [N : E?CIESSO
g = Common platform | I ] I | - oo
& Data analytics [l . FutureFlow
Other + SOVN

The ‘other’ identification in primary technologies indicates projects for which it is not obvious what the main underlying technology is, or are
aimed at developing or investigating non-technology solutions (e.g. cybersecurity) - for example, Energinet.dk’s Information Security project.

Figure 18: Technologies for TSO activity.
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3.8.5 Digitalisation ambition and R&D&I

The project portfolio is balanced between pilot and full- Type of R&D&I projects
scale projects.

20%
A further analysis was undertaken of how “cutting edge” 33% /" R&D
typical digitalisation projects undertaken by TSOs are. A Full scale “\
subjective assessment of how close to “the state of the art”
(referring to the level of technological advancement of the

project — the higher the number, the more advanced the un-
derlying technology) each project appears to be, indicates
that TSOs have a tendency to invest in established technol-
ogies that deliver clear benefits in the near-term, however
the analysis shows that TSOs are also involved in the early

. 32%

stages of developing new technologies through involve- 16% Pilot
ment in research and development activities. The analysis Demonstration
is shown in Figure 20. The methodology used to build-up
the graph uses a combination of project types (R&D, Pilot,
demonstration full scale), assjlgns the Technol_ogy Readi- Figure 19: Type of projects
ness Level or state of the art index to each project, and fi-
nally assigns the estimated time to completion.
Scope of project
State
of the art
index R&D Pilot Demonstration  Full scale
Time of project
I | I completion
1 . <2 years
I I . 2-5years
. 5-10 years
2 I

This indicates that it is
the more established
technologies that get
deployed at full scale
and in relatively short
timescales

3
— 14l

()

‘State of the art’ refers to the level of technological advancement of the project - the higher the number the more advanced the underlying
technology. It is a simplification of the TRL levels. (TRL1- TRL9). The size of the rectangle reflects the POYRYS subjective weighting of the
project, which considers the risk and rewards of the project.

Figure 20: Ambition and research
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3.8.6

Digitalisation impacts the responsibilities of a TSO — asset
management, system operation and market facilitation —
allowing the boundaries between these responsibilities to
be redefined and paving the way for sector coupling. Thir-

Asset Management

Impact of projects in layers of the digital grid

ty-one projects have been selected to demonstrate the
impact in each of these responsibilities, while highlighting
geographical scope. The selected case studies are shown
in Figure 21.

GEOGRAPHIC SCOPE
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Figure 21: Digital grid integration projects.
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3.8.7 Current use cases per country

Digitalisation activities are unevenly distributed across Eu-
rope.

Asset management and market facilitation are the main
functions supported by digitalisation at national level (left
hand panel of figure 22). System operation is the dominant
function for cross-border and pan-European projects (right
hand panel of figure 22). Further market facilitation and

National projects only

cross border system operation are supported by digitalisa-
tion at the pan-European level, through the projects promot-
ed by RSC (not represented in the graphic).

The spread of the projects considering the regional scope

and pan-European dimension show the compromise of the
whole EU countries in digitalisation projects.

All projects

TSO activity

. Aszet Management
. B Market Facilitation

B System Operator

~ Sweden |
. .-._.\..I..-"

|

) \ Belarus >
1 D.:I -

(.I

. Belarus >
3 ] 5

Ukraine

Turke

Figure 22: Digitalisation effort per TSO function: geographical distribution studies on policy objectives
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3.8.8

The following figure illustrates the direct relationship of the
impact of digitalisation on the policy objectives: Competi-
tiveness, Security of supply and Sustainability.

Most of the case studies aim to improve the competitive-
ness of the businesses. The TSOs are acting in a regulated
framework and innovation funds are usually not covered by

Impact of digitalisation in the policy objectives

a specific regulation, so it makes sense that most of the
case studies aim to increase the competitiveness of the
business in order to maximise the revenue.

For each of the selected projects and their use cases, Fig-
ure 23 shows the primary policy objective supported (many
use cases support more than one policy objective).

Geographic Scope

Pan European

Policy level objective
. Competitve
. Secure

B sustainable

Project  Project Local Regional
1 Callia

2 Power Potential

3 Estfeed datahub

4 Various (drones)

5 MANINT

6 GARPUR

7 Blockchain as virtual power station
8 Dynamic dimensioning of the FRR needs
9 EcoGridEU

10 SAMBA

1 FutureFlow

12 Poste Intelligent

13 Network Codes application tool

14 Transparency Platform

15 Common Grid Model

16 INTERRFACE project

17 TDX-Assist

18 EU_SysFlex

19 XBID

20 MARI

21 PICASSO

22 MAD (Models for Aggregation and Disaggregation)
23 ECCO-SP

24 3D Decision Support System

25 SUMO

26 TSC-NET

27 COBA

28 Swarmgrid

29 Elia - Blockchain for tertiary reserve
30 Project The New Motion

31 OSMOSE

Figure 23: Impact of the 31 case studies on policy objectives
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3.8.9 Meeting challenges

TSOs are employing digitalisation projects to meet some ket based challenges and the challenges faced by TSOs. It
of the characteristics presented in section 1. The analysis  therefore summarises where TSOs are focused on deliver-
shown in Figure 24 considers the sum of the weightings ing an impact to meet the policy targets.

of projects at the intersections between policy and mar-

Policy level objective/Market-based challenge

Competitve Secure Sustainable
Improved Improved Improved
existing existing existing
Cost products/  New market Cost products/  New market Cost products/  New market

Characteristic savings services offering savings services offering savings services offering
Acceptance of transmission build 2 3
Cost efficiency n 12 5 14 - 2 2 2
Cyber threats 2 3
New demands 21 3 4 4

List of challenges:

- Access to distributed resources - education of users - labour intensity, data transparency
- balancing, closer to real-time control - EV charging - use of new technology
- common cross-border protocols - growing imbalance volumes - multi-vendor substations
- communication transmission owners - growing penetration of - new satellite data

- s . ower electronics - .
- coordination with industrial sector P - promoting innovation

) - impact of weather .
- cost savings - risk of outage
) - acceptance of new power lines .

- cross-border trading P P - smarter maintenance

. - increased flexibilit . .
- curtailment of RES y - standardising processes with

. - increased intermittency external parties

- cybersecurity

. investment decisions - using data & smart meter data.
- decentralisation

The number of projects at each intersection is included in each cell. The darker the colour, the bigger the product of project weighting and
number of projects.

Figure 24: Characteristics of power system, policy objectives and TSOs projects
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4. From promise to reality —
The need for R&D

To achieve the vision of the Digital Grid, RD investments need to increase sub-
stantially. TSOs are already cooperating with DSOs, market players and stake-
holders in developing market and system operation platforms and solutions

(e.qg. Interrface, Coordinet, Gopacs).

4.1 Incentives

Where so incentivised, TSOs invest in new technologies
such as digital technologies that increase network capa-
bilities and therefore lower the CAPEX burden associated
with the energy transition. The digital technologies have
shorter lifetimes than traditional power infrastructure. They
also imply changes towards OPEX such as buying services
from consumers. The analysis in section 3 demonstrates
that although many TSOs are directly incentivised to in-
novate (e.g. RTE, National Grid, Statnett) and some TSOs
are directly instructed to implement specific digitalisation

projects (e.g. Elering's ESTFEED), many TSOs are unable to
make trade-offs between CAPEX and OPEX. This potentially
hinders the effectiveness and ambition of their digitalisa-
tion projects.

There is a need to understand how to enable CAPEX-OPEX
trade-offs, facilitated by digitalisation and the Digital Grid
concept, as this will lead to more efficient outcomes and
support the energy transition.

4.2 Developing the Digital Grid: Multi-layer, Multi-
player, cross-border, cross-sector digital platforms

Current developments show that progress is registered on
each layer and, to an extent, a combination of a couple of
layers. However, the Digital Grid aims at integrating all lay-
ers, players and geographical scope (from local to regional
to European).

There is a need to create cross-border connectivity between
data hubs and clear regulation on how to manage them. ES-
TFEED and ECCoSP projects are making progress in achiev-
ing these goals in order to make all the relevant information
available at the cross-border and cross-sector to different
agents and users.
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421 Unknown challenges

All these developments will need to be complemented by
finding solutions for known challenges as well as some un-
known ones:

> The complexity of the system will increase. Power sys-
tems are becoming increasingly dependent on digital
solutions up to the point where the physical system
and the IT layer will merge into a cyber-physical system
where real-time computing and physical systems inter-
act seamlessly.

> Cybersecurity and Critical Infrastructure Protection
need to be addressed. The systems will be ubiquitously
accessed; they will rely on different communication in-
frastructures more, including public internet, and there-
fore entail new risks.

> Data privacy for consumers as well as secure data ac-
cess will have to be ensured, and governing rules will
need to be developed. Market information and data
necessary to operate the system should be managed,
applying the neutrality rules.

4.2.2 Requirements for R&D

There are several areas which require further research and
innovation. They can be clustered into five topics: data ac-
cess and acquisition; data processing, integration of SW
and platforms, interoperability and standards; automation;
critical information infrastructure protection; and cyberse-
curity.

Much of the cutting-edge research will produce insight into
what might be achievable by wide-scale deployment. How-
ever, this research is often isolated to the specifics of the
technology or situation that is being examined.

Traditional approaches to system development lead to the
creation of clearly defined individual systems. In a pow-
er system context, these systems are often designed as
closed systems with strictly controlled access and inter-
facing to ensure security — this hampers the emergence of
multi-layer, multi-player, cross-border and cross-sector inter-
facing. Where there is a need to interface to other systems,
interfaces are designed and created based on contempo-
raneous specifications, which can lead to the need for cas-
caded re-engineering as the older systems are changed or
replaced. Without coordination, there are numerous, dispa-
rate and difficult-to-interface systems that emerge, reduc-
ing overall system security as well as increasing costs and
complexity.

> Interoperability and rules for the integration of the dif-
ferent platforms will have to be put in place.

» Building new capacities and digitalisation skills in peo-
ple to manage all the layers (physical, market system
operation, and sector coupling) with the IT and data
layer.

» Different lifecycle for investments in the physical grid
and digital developments:

1. long term grid planning for lasting infrastructures in
the power system

2. shorter term planning for digital developments
which by nature require continuous software and
hardware updates and upgrades

> Emergence of new services not yet identified and driv-
en by the Digital Grid concept implementation will have
to be assessed and implemented.

Possible and typified system arrangements are shown in
Figure 26

There is, therefore, a need for coordination to ensure that
activity within each sector’s value chain, across the sectors
and across borders does not lead to:

> cumbersome incompatibility (e.g. helping to produce
appropriately secure cyber-physical systems);

> lost opportunity due to technology lock-in

> inefficient repetition of study

There is a recognition® that many digitalisation projects
should or could be considered as projects of common in-
terest (PCI). Being designated as a PCI would enable wid-
er stakeholder engagement and could provide additional
funding to ensure that cross-border issues are properly ad-
dressed in system design.

There is a need to understand the particular inputs and out-
puts of digitalisation efforts, and to map these to the ben-
efits and potential benefits available because of the Digital
Grid. This will provide further and more detailed insight into
the particular needs for digitalisation in different contexts.

6 Mark van Stiphout (DG Energy), Innogrid 2020+ conference, May 2018
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Figure 25: Typified system interfacing approaches
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5. Conclusions

The analyses have demonstrated that not only is there a
wide variety of technologies being experimented across a
wide geography, but also that TSOs are, collectively, at the
cutting edge of the digitalisation agenda. However, further
work is required to unleash the potential of an integrated
system approach, to release the flexibility available across
the system and to enable real time markets coupled with
system operation.

Innovation is required to explore and demonstrate the po-
tential of emerging technologies and assess their impact

in the performance on the cyber-physical system as well as
the impact on the business models.

The development of common data platforms and systems
for data and information exchange — in both horizontal (i.e.
cross-border) and vertical (i.e. market facilitating) dimen-
sions — demonstrates the emergence of the Cyber physical
system. This becomes a new core function of TSOs’ activ-
ities, which is important to facilitate not only the efficient
operation of the electricity networks and markets, but also
the efficient development of cross-sectoral solutions.

These results inspire a series of key messages and recommendations:

1. Digitalisation is an enabler of the energy transition.

2. We need an appropriate implementation of policy and
recognition of costs by regulators, so as to deploy the
cyber physical grid.

3. The setting of the new cyber-physical power system,
which emerges with the digital grid on top of the physi-
cal, requires determined pro-active action on cybersecu-
rity, starting with an appropriated risk assessment. New
rules should be developed together with relevant stake-
holders.

4. Digital grids and the interoperable associated platforms
require research, development and innovation, and there-
fore appropriate incentives.

5. Multi-layer, multi-player, cross-sector and cross-border
data management coordination interoperability rules
need to be established.

6. Innovation incentives are required to facilitate the
demonstration of new technologies and assess their im-
pact on the Digital Grid construction.

By addressing these, TSOs will provide an even stronger contribution to a successful energy system transformation.
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About ENTSO-E

ENTSO-E, the European Network of Transmission System Operators for
Electricity, represents 43 electricity transmission system operators (TSOs)
from 36 countries across Europe.

ENTSO-E was established in 2009 and was given legal mandates by the EU’s
Third Legislative Package for the Internal Energy Market, which aims to further
liberalise the gas and electricity markets in the EU.

Any question? Contact us:
@ENTSO_E | info@entsoe.eu | +32 2 741 09 50 | www.entsoe.eu
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